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(201) 



Receive 
E-mail from 
network 



(203) 



(202) 



Log the event 








(204) 



Date/time 
stamp + e- 
mail and 
attachments 



The log contains Date, time, 
addressee, message ID (if 
any) plus any routing info. It 
also contains alt unopened 

(and un-executed) 
attachments. This data is 
periodically archived. 



^ Strip off the 
™ Addressee 
J information 



(205) 











; convert e- 






! mail portion 






to secure 




format 












The e-mail portion of the 
msg. is passed through 
convert steps that eliminate 
all but alphanumeric ASCII 
data from the e-mail. 



The user provides a list of 
approved attachment types. 



(209) 



Create a copy of 
the embedded 
code 



(213) 



The user 
provides a list 
approved 
macros 

(216) 



(217) 



(301) 



ZAttachment(s) 
from 
E-mail Serer 





(302) 

r 




Logically break 






connection (108) 






to the E-mail 






Security Server 




1 


(303) 

r 



Open Attachment 
using standard E- 
mail process 



(304) 



(308) 



convert 
attachment(s) 

portion to 
secure format 



(305) 





Encrypt 






secure 






portion using 






this Tester's 






key 





(306) 



Re-establish 
connection to the 
e-mail Security 
server via 
connection (108). 



(307) 



uopy secure 
attachment to 

gatekeeper 
via 

conneciton 

asm 



Run Current Virus 
checker to determine if 
the system changed 



J 



(309) 




(314) 



Encrypt 
Attachment using 
this Tester's key 



-+ ► 






, (310) 




Activate virus alert j 




to authorized j 




personnel 1 

^ -nI 



(315) 



Re-establish 
connection to the 
e-mail Security 
server via 
connection (108). 



This function performs a 
quick re-load of the C drive, 
including the validated and 
checksummed system from 
the read only CD rom (110). 



(311) 



txecutea a 
"ghost ° copy 

reboot from 
the Read only 

CD rom 
(1 10 ), 



(312) 



(316) 



Copy 
attachment to 
gatekeeper 

via 
conneciton 

am 



Re-establish 
connection to the 
e-mail Security 
server via 
connection (108). 



C 



(313) 



End 



J 



